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: Technology is not evil!
* The misuse of technology as a
tactic is old behavior with new
tools.

| + Technology provides many

| benefits to programs and can
enhance services.

+ Victim of stalking or violence can
use technology strategically to
| enhance and maintain their

gafety,

F Online abuse can be very public... !

| e |

| » Post humiliating things about a victim, send
messages or pictures directly to the victim's friends,

| families, or employers

* Threaten to share personal information, such as

nude images (real or photo-shopped), sexual
orientation, or HIV-status

TERRIFY, HUMILIATE, SHAME,
THREATEN = SILENCE

== — — —
Harassment via Technology Type by Abusers

| Text messaging = 96 %

Social media accounts B6%

Email 78%

Phone (not cell phone) 59%

Posting abusive content online 55 %
| Cell phone features (not apps) 37%

Tablets 37%

Apps on cell phones 34 %

Online accounts {(phone, bank) 26%

GPS tracking 11%
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Impersonation via Technology Type by Abusers

; O

Social media accounts (T
| Text messaging 44%

Email 36%

Online accounts (phone, bank) 30%

Posting abusive eontent online 27 %

Phone {not cell phone) 14 %

]

Social Media Platforms Misused by Abusers

Facebook T 99%

Twitter 27%

Instagram 25% |
Craigslist 15%

YouTube 12%

Porn site 10%

Tumbler 4%

LinkedIn 4%

Snapchat 3%

Gaming site 2%

SHIED Sabrdy Hot Tathokoys Sabety Surepy, 30+

Children’s TeChnOIOﬁ Misused by Abuser
Ceil phones Bg%
Social networks 63%
Laptops 38%
GPS tracking devices 23 %
Toys with hidden “spying” 1%
technology
Handheld games 7%
Game consoles 5%

Ty ey ——
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How is this
happening?

=
|
|

High Téch
Stalking
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cal bo calselar upelalin” Call hiSToy, leid méssages; omais, el recordings. . 88 ety $and bom
tracked phona right 10 your sacure criing sccounl!

Monitor calls

mSpy allows you b view ol incamingloukoing
cals weth their uradion and tmestamp. Alsa, lhis
mobile traziing application can ba st up 1o record
Cals mads 0 Or from & predeined rumber, You
wont mas & bitl

Fird ot more by clcking on te lollowng
foatures:

cats

Calf Raeorctings

— [» o
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mmm BN COBATELTY  HEP  ABOUT

Track text messages

This cefl phona trackdng so’teare ke you read
o tid messages and multmedia messages
sértt or recefred by the Largat phons user, They
0 made avelable kor immedizia viewhy ewin
aher deletion.

Find out mare by cloking on the ilowing feature:
Sert ! Restived bt mevsages «

® CcChat

HOME PRODNCTS  BETMOW  COMPATERLTTY  HELP  ABOUT
ewp track of them withou being invasive!
Mchelo T

k. ——
o st §39 99 per morth

{Read emails

With s mobile iracking appication, you cin make
sure your employees’ lime is nol wasted on writing
personal emads, and your chidren e ot
threratenad by onfing predators,

Find oul more:
neanag { Quigeing E-rmals d
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mmm WM COMMWTERTY  WELP ABUT

S

Track GPS Location

i mSpy can be vet g 1o track GPS kocztion of your

- tergt phone. Gl b0 know ¥ your 3o is where he

= || 18 supposed % be or i your emoloyee is resly in 3
Iraffic jom,

Find out mone by chcking on the lodowng
loaares:

Cumerd GPS Lacaton d

Monitor Intemet Use

View at URLs visited by tha user in cel phona
brerarsee. Gheck what they're up to onkne by

Findd out mare by chcking on the fofowing
loatires:

|

Browsing History «
Websiig Booikmasks

Blocking Wobsties

PROOUCTS  BUTNOW  COMPATEBRITY  HELP  ABDUT

Access Calendar and Address Book

Check every contadt entered into the phone 2ddress
book 2nd keep track of every evant in the phone's
c=lerdar

Fand out maors by cheking on the folowing
foatres:

[ERAREARE
L
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Record Surmoundings

‘This el phore fracking sofwire cin be bumed
rda & bupging ool Use i festrs 1o find pud
whar'y going on whan you'rs nol sround.

Firet cut more b thas fasture;

Bun g &

Hh:pmhmdmmpumw.
Dus 1 mSgy, wa have Eicovend -
mmmm:ymm BUY oW

L
Voronkz 5. Frorn just $39.99 per marth m

BT
Control Apps and Programs
DCaterving whad acps snd programs Ba brget
phong Can access. Waks mey 1o ingropries
actIY i gong o
Find out move by clcing 0 Pt kowry
fezryy:

Taled! Aplicarers #
Sepieation bkmking

View Multimedia Files

Tha zxtile mriancs ichwirs srsties KU 300
27y PPt et videcs that have been saved on the
‘terged prone. Evary tow pour chi] o eerployed
0OS 1 vitken o bked & photd el they camera
shor, & wil be ivrmecieely uploaded e yous 2Spy
et

Safety Planning for Computer Monitoring
«Try to use a “safer” computer

+ Run computer program to delect spy ware (i e.
SpyBot).

~ Stralegize if spy ware is detected - involve police,
don’t want to alert abuser.

i« Create new account on “safer” computer and only
access that account from that computer.

|
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| uetooth

. >
+ Bluetooth is a method of connecting devices so
that they can communicate with each other
wirelessly and, often, automatically.

| = When two Bluetooth enabled devices are

paired, information travels along a radio wave

to transfer data.

s Jlueiacking

Masking Cell Phone Calls and

Texts
o
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Spoofing Caller ID
O -

* Gives caller ability to change number shown on
Caller ID, change voice, and record call.

oofCard

¥ - BE WHD YOU \WANT 70 BE

= =i W TP = T 31

MakeaCall | Buskgwouwrd Nos

HUMDER YOU WANT TO CALL m NUMBLR YOU WANT TO CALL

CALLER ¥ TO DISPLAY

PLACE CALL

ALCORG THIS CALL

B0 1IN MOAMEH IWAMNGIONDC A m

1 O0A @M MEMIGE AUSTRT e 1

17 0T R MEMOM | AR o 7]
W03 MM MININSE MATMIX s 1m

1 D21 M MIANADN AT Y 1

1 BT SHMN GRRN  inteky m

nooan mBA RSN TR )
T GI S SMINOL iy 202-123-4567
I mAI NN SN ASTRTY

HoOm M MM s (made up

N o ean e

B O BN TN CAND phone number
n BUE TN ey

» BT MMM AN Omacs from SPOUfEl')
B O AT T besmng z
B NS COIA MMM bowning [ T

T MMM MM MATRT wos 8

1 71 MM ITRIERETE  CHICAGDR WO by

U Om 1M T osAL o I

M OmTY MM TR ey oy )

B N T ey L 0
MO ST TLLGITN WASBGIONDE u m

3 DR BRMPM MBI AR o 10
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Send a Spoofed SMS!

Caler I0LFom Nusier

=" am

) Select your
Sender ID!

Truth in CalieB D Act of 2009

L |

» Signed into law Dec. 22, 2010, prohibits caller ID |
spoofing for the purposes of defrauding or
otherwise causing harm. In June 2010, The
Federal Communications Commission (FCC)

| adopted rules implementing the Truth in Caller ID

' Act.

* The FCC's rules:

= Prohibit any person or entity from transmitting
misleading or inaccurnte caller 1D information with the |
intent to defraud, cause harm, or wrongfully obtain
anything of value.

= mmesoees e

Safety Planning with Cell Phones

@)

+ Encourage survivars to become
familiar with all features of
phone.

v Look into account/plan for
phone and the services that are
included and enabled.

v Be careful of *gifts” - consider
getting a new phone.

. v Set Bluetooth to “hidden” and
' GPS to “911 only”™.
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disappear
in?

Non-consensual
pornography is
the distribution

of sexpally SnapChat

graphic images

of individuals

without their Ohnoit i
on it WON'TIH

SnapHack

- After app is installed, all
new incoming video or
photo will be kept in Snap
Save for repeat viewing

+ Screen shots can always be

i taken — but Snap Chat was

| notified.

* Snap Save does not nolify

S P j . g::l[: ::?glh demand for app,
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Prevalence of “Revenge Porn”

+13% of adults have had their personal
content leaked online without their
permission.

* 1 in 10 ex-partners have threatened to
distribute intimate images of a former
partner online.

* Those who threatened to distribute
intimate images carried out the threat
60% of the time.

MeAfee’s 2013 Love, Relationshipa, and Technology Report, available at
T T T O T T T R B PR T e
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Geo-fencing and Location
Tracking Programs

Geo-Fence

Virtual
Perimeter
for a real-
world
geographic
area
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Sarah LT M
| Was near 6060 Holis 5¢
Sam D3 PM >
was near 537 Beaudry St
[ Q Charles oxtoPm
| device coukd not be focated at that time
| ) Sarah LE- TN
was not al 11
m Sarah L TUIN
| was ot o 15t
| Sarah TESTAM 5
Wa near 1371 61st 5t
Sarah WATAM
_ was peat 6055 Vaibejo St _

Geo-fencing

O

! Find My Friends

r Cell Phone & Location Strategies

| « Isthere a pattern?

| * What does the other person seem to know?

- Does the person have access to your wireless carrier's |
account? Do they seem to know your location?

Are you using location-based apps?

- Are your friends and family using social media and sharing
your location?

- Does the person monitoring you seem 1o know where you go,
even when you don't have your phone?

https:/fwww techsafety.org/r -survivor/limit-location
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|
Global Positioning Systems (GPS)
It Track personobject * Commonly found in:
using satellite
technalogy. o Cell phones
= Active vs. Passive o Watches
o Vehicle Navigation
Systems
« Small and easily hidden.
:‘ﬂ « Affordable and readily
z] j = available.

Searching for GPS Devices
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Lu1es Klden Charatters Even Passwzrds

KEYSTROKE LOGGING

= Can be keyboard ports, special keyboards, or
mouse,

* No software to install or configure — just plug in.

Working with Victims
M e

. .« Giving up social networks should not be the
solution.

. Limiting victim's behavior or technology use
will not stop the abuse or stalking,

+ Balance freedom with safety.
™« Enconragethem to trust their instincts

|+ Talk about their and their children's use of all
online spaces, not just major social
networking sites.

.« Review all privacy settings and options.

+ Educate clients early on with information on
how to gather and maintain evidence.

ToTv10 - 2012
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Remember, Technology can
HELP survivors!!
O = e,

A WW PUOMESTICSHELTERSORG

‘RU SAFE, ASPIRE, SAFENIGHT, APP

*SPOOF CALLS/UNMASK NUMBERS

‘CONNECT WITH RESOURCES/FAMILY

o palnl
What Lme 3d the incident ocour?
1n
; Wit wary the tate of the incident?
,'?. - WY1
9 {Ek @ How long cid T incident lazt?
(301
Hstory - Emarpancy  Victan Cuide Salact o type tha type of Incident.
™
W yoi Fain) Sirmmdly, I3 8 good ks i a8 Folowrd
P crxde o your phone &g Erwrars aamesne =T

rom viewirg ey deta

¥ | x ga !
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You oo wcie ll vha detads latar i tha Fetirds ilI:" e ¥
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- Why
haven't you deleted that
guy? Do | need 2 friend
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know ur my gf?2. Delate
him as a friend ori'l do it
4 you:
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w Tips on How to Tath To Tesns

mmmm ¥

E’ﬂ Howm 10 Take Action

f The solution to stopping abuse is

' to hold the abuser accountable. ‘
Many abusers believe that they

can get away with these behaviors

because it can’t be proven that it is

them or there are no laws against

what they are doing.
Unfortunately, there is truth to |

this misunderstanding. -

| e —— g =)

| esource

- National Network to End Domestic Violence
www.hiedv.org
|

« NNEDV Safety Net Project
- www.nnedv.org/projects/safetynet.html

« National Stalking Resource Center
WWW.NICVC.OMf,/ ST

= That’s Not Cool

- www.thatsnoteool.org |
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Y ARIZONA COALITION

TO END SEXUAY & DOMESTIC VIOLENCE

Erin Callinan
erin@acesdv.org
602-279-2900 ext. 409
www.acesdv.org
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